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Overview

Helping INS develop an Insider Threat Mitigation Program 

Talk Outline:
• INS Mission
• Insider Threat Mitigation Program (ITMP) Components and Roadmap
• INS ITMP tool box: 

– Broad Resources, Guidance, Tools
– Insider Threats in Nuclear Security Analyses

• Design Basis Threat (DBT) & Vital Area Identification (VAI)
• Risk Assessment
• Vulnerability Assessment (VA) 

• People & Culture Tools 



Mission Space
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DOE/NNSA 
Office of Global Material Security (GMS) 

International Nuclear Security (INS): 
Mission is to “lead U.S. international efforts to 
prevent theft and sabotage of nuclear materials and 
facilities worldwide.”

How can  the U.S. help countries improve their 
Nuclear Security?

INS
Insider Threat Mitigation Working Group (ITMWG)

Help INS improve nuclear security capabilities that protect 
nuclear materials and facilities against theft, sabotage, 
unauthorized access while in use, storage, or transit by 
addressing INSIDER THREATS.

How can  we help improve their 
Insider Threat Mitigation Programs? 



ITMWG Objective:  Improve Tool Box  
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We need a unified INS approach for engagement with other countries on 
Insider Threat Mitigation:   

• Standards & Best Practices
• Methodologies & Guides
• Tools, Resources, Codes 
• Examples, Procedures, Checklists, Other help

Starting Questions for Toolbox:  
o What are the components of a complete insider threat mitigation program?
o What tools/resources/methods can be used to initiate, support, operate, 

assess, and sustain an insider threat mitigation program?
o How well do these tools address current and emerging  insider threats?
o How could the tools be improved?

Help us compile & evaluate resources, tools, best practices….



Insider Threat Program Components
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Assessments

Basic Insider Program Roadmap
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Insider Threat Mitigation Program: 
Guidance & Resources
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Foundations: WINS 
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World Institute for Nuclear Security (WINS)
“The World Institute for Nuclear Security operates as an independent, not 
for profit, international non-governmental organisation, whose Vision is to 
help ensure that “all nuclear and other radiological materials and facilities 
are effectively secured by demonstrably competent professionals 
applying best practice to achieve operational excellence”.



Foundations: IAEA 
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Nuclear Security Series (NSS):
• 13-R: “Nuclear Security Recommendations on Physical Protection of Nuclear Material and 

Nuclear Facilities” (INFCIRC/225/Revision 5)
• 8-G: “Preventive and Protective Measures against Insider Threats”
• 25-G: “Use of Nuc. Material Accounting & Control for Nuc. Security Purposes at a Facility” 
• 27-G: “Implementing Guide, Physical Protection of Nuclear Material and Nuclear Facilities” 

(Implementation of INFCIRC/225/Revision 5)
• 28-T: “Self-assessment of Nuclear Security Culture in Facilities and Activities”

Other:
• International Physical Protection Advisory Service (IPPAS)
• Open Learning Management System (LMS): Insider threat, National and Regional course 

offerings and e-learning modules



Foundations: U.S. – IAEA: INFCIRC/908
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• INFCIRC/908
– Request countries to become signatory

• International Workshop in Brussels, Belgium March 12-14, 2019



Insider Threat Program Developments: U.S.
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U.S. Classified Network Security-Basic requirements:

• Executive Order (EO) 13587: Structural Reforms to Improve the 
Security of Classified Networks and the Responsible Sharing and 
Safeguarding of Classified Information (Oct. 2011)

• White House Memorandum: National Insider Threat Policy and 
Minimum Standards for executive Branch Insider Threat Programs 
(Nov. 2012)

• White House Memorandum: Compliance with President’s Insider 
Threat Policy  (July 2013)



U.S. E.O. to U.S. Task Force
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DOE Order 470.5 Insider Threat Program
“To establish responsibilities and requirements for the
Department of Energy (DOE) Insider Threat Program
(ITP) to deter, detect, and mitigate insider threat actions by Federal and 

contractor employees in accordance with the requirements of Executive Order 
13587…….and other government-wide and DOE requirements.”

From E.O. 13587  National Insider Threat Task Force (NITTF)
• Insider Threat Guide (NITTF-2017)

“A Compendium of best practices to  accompany
the nation insider threat  minimum standards” 

• NITTF website
• Similar to WINS/IAEA best practices, but for U.S. 

classified information protection.
• Top level focused. 
• Lots of material including policy templates,  
training  aids, reference documents, large tool kit!



Intelligence and National Security Alliance (INSA)
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INSA Roadmap:  
Our group set out to develop a resource that provides the essential elements required to 

initiate an ITMP…”

Resource 
for any 
organization 
that is 
creating or 
maturing an 
ITMP

• 13 Essential Elements that follow a timeline
• 200 insider threat publications; mapped to 13 Essential Elements



Center for Development of Security Excellence (CDSE)
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• Provides security education and training for the DoD and industry 
under the National Industrial Security Program (NISP). 

• Similar to WINS, but for security for Industry-Department of 
Defense interface programs

• A lot of insider threat resources—
 Education
 Training
 Certification
 Checklists & Job aids
 ToolKit



Insider Threat Indicators & Monitoring Activities-CDSE
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https://www.cdse.edu/documents/cdse/InsiderThreatIndicatorsUAM.pdf; 
https://www.cdse.edu/documents/cdse/potential-risk-indicators-kinetic-violence-jobaid.pdf

People & 
Culture



Academic
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• Bunn & Sagan: A Worst Practices Guide to Insider Threats
• Bunn & Sagan: Insider Threats (2017)

There are many 
others…most not 
specific to nuclear



Commercial 
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• Ernst & Young (E&Y) Managing Insider Threat
– Big company, big data analytics branch
– Experience in fraud & asset protection
– 8 steps to building program
– Maturity Model

• Tanager-Insider Threat Program
– Full spectrum services: implementation, training, tool 

selection, analysis, consulting, technology

There are many others…most not specific to nuclear, 
but all usable/adaptable



Develop INS Insider Threat Tool Box
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1. Leverage elements from cyber & information 
security best practices, guides & resources

2. Coordinate and combine with components 
from WINS 

3. Align with emerging consensus and 
standards

4. Harmonize into INS terminology/program 
guidance

Optimize elements for INS toolbox for 
Insider Threat Mitigation Program for 
international engagement using 
growing body of related standards 
and best practices.

• 175 Pages
• 20 Practices, each with protective 

measures, challenges, case studies
• Practices mapped to Standards
• Practices mapped to groups within 

organization
• Checklists of easy high win solutions



INS – Roadmap for ITMP 
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Design Basis Threat & 
Vital Area Identification
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Foundations: DBT Threat Assessment
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Well-established and accepted for Nuclear Threat Assessment 
for theft of category 1 nuclear material and sabotage with high 
radiological consequences.    

Threat assessment is an “evaluation of the threats – based on available 
intelligence, law enforcement and open source information-that 
describes the motivations, intentions and capabilities of these threats” 

“A DBT is a description of the attributes and characteristics of potential  
insider and outsider adversaries who might attempt a malicious act, 
such as  unauthorized removal or sabotage against which a physical 
protection system  for nuclear or other radioactive material or 
associated facilities is designed and  evaluated.” 

“The design basis threat is a regulatory tool for planning, designing, and 
evaluating a physical protection system.”

DBT defines what the threats are…



Foundations: Vital Area Identification (VAI)
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Vital Area: An area inside a protected area containing 
equipment, systems or  devices, or  nuclear material, 
the sabotage of which could directly or  indirectly lead  
to  high radiological consequences (HRC)

Vital Area Identification (VAI) is the process of  
identifying the areas of a nuclear facility that  must be 
protected to prevent malicious acts that  could directly or 
indirectly endanger the public health and safety by 
exposure to radiation

SAND2008-5644, 
Sep. 2008

DBT & VAI may not fully incorporate 
insider threats …



DBT & VAI for Insider Threat Mitigation 
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Insider are different: 
• More knowledge, authority, access 
• More TIME & OPPORTUNITY to carry out acts.
• Different motivation and goals 
• Different target areas that will not lead to 

“High Radiological Consequences” 
• Different desired consequences: 

human/health, environment, economic 
consequences, or just shut down facility.

Lots of guidance & resources are being 
developed, but still hard for DBT/VAI to cover 
insider threats well.



Threat & Scenario Resources for INS ITM Toolbox
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• Provide nuclear-adapted INSIDER threat statement 
& full scenario examples based on actual 
actions/attempts ….
– from other industries: 
 High consequence industries (e.g. chemical)
 Industries with high level of cyber-physical integration
 Critical infrastructure industry

– using expanded targets:
 Targeting multiple safety/security features
 Outside of traditional safety analysis
 Multiple malicious insiders 
 Multiple insider using unwitting insider

• Provide statistics that can help with for evaluating 
likelihood of a scenario.

Tools to help assessment folks think like an insider: 



Cyber-Physical Integration resources for DBT/VAI:
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Insider Threat Mitigation DBT/VAI needs better integration with Cyber security
 Joint DBT for Physical and Cyber ??
 VAI with expanded Critical Assets ??
 Facility/Process controls--Internet of things. 
 Networked sensors/detectors/access controls 
Cyber/physical integration targets
Information critical asset (Information security)  

Protected / Sensitive information

OR

 DBT combine with Cyber into a  
Probabilistic Risk Assessment?



Use Risk Assessment in INS Toolbox??
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ISO 31000: 2018 Risk Management Guidelines
“Damage to reputation or brand, cyber crime, political risk and terrorism are some of the risks 
that private and public organizations of all types and sizes around the world must face with 
increasing frequency. The latest version of ISO 31000 has just been unveiled to help manage 
the uncertainty”

Solid mature framework, professional standards, international. 
Helps prioritize resource investments.
Many tools, both open source & commercial, 

that are compliant with ISO 31000.



Risk Management used in Nuclear industry
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INS Roadmap for ITMP
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Vulnerability Assessment (VA)
Security Effectiveness Assessment
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Foundations: INS already has VA resources
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Courses/workshops: 
• INS Introduction to Vulnerability Analysis

Vulnerability Assessment analyzes prevention, detection, delay, and response to 
theft, sabotage, unauthorized access, illegal transfer, or other malicious acts with 
radioactive and nuclear material and associated facilities

• INS Technical Introduction to Cybersecurity at Nuclear and 
Radiological Facilities

Course content examines: cybersecurity guidance, policy, programs, and plans; 
differences between nuclear cybersecurity and traditional information technology security; 
components of industrial control systems; cybersecurity threats and risks; employee roles 
and training; and methods to mitigate risk. 



IAEA has Guidance & Resources - NUSAM
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Nuclear Security Assessment Methodology (NUSAM): 
IAEA project to develop a performance 
based risk-informed methodological 
framework for assessing security 
effectiveness



IAEA Foundations
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A lot of tools to help with assessments have been 
developed:
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• Physical Systems Tools:
– Force on Force Tools
– Path analysis tools (single path, multi path)
– Scenario analysis tools
– Simulation tools
– Visualization tools
– Teaching/awareness tools
– Table top exercises

• Cyber Systems Tools:
– Path analysis tools for cyber
– (and all the other tools used for physical)
– Traps

• Data Analysis tools
• Forensic tools



List of Tools Available for INS Insider Toolbox
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Tool Category Owner
ASSESS (Analytic System and Software for Evaluating 
Safeguards and Security) Vulnerability Assessment/path analysis LLNL

AVERT path analysis and simulation tool ARES Corp.
CDC –CHEM Prototype VAM Vulnerability Assessment U.S. DoJ
BattleBoard Table Top exercise ORNL
EASI/EPIT: Single path analysis
DBT (Design Basis Threat) Threat Assessment IAEA

Discrete Event Simulation Software Discrete event simulation/Process simulations Commercial -Many

FMEA (Failure Mode Effects Analysis) Failure mode effects analysis methodology Many

IPAD (Integrated platform for the analysis and design) Simulation & path analysis R&D

ITAT Vulnerability/Path Awareness Table top exercise Y-12
ITVA - Tanager: Insider Threat Vulnerability Assessment Tanager Inc.

NUSAM (Nuclear Security Assessment Methodology) Security Assessment methodology IAEA

RAM-tool Risk assessment Tool/methodology SNL

Decision Tree Maker/Creator Tools Knowledge capture methods/tools Commercial and 
freeware

ProEv Path analysis (multipath) Czech Republic
Process/Procedures Matrix Procedure Assessment SNL

QSAR: (quantitative security risk assessment) Assessment methodology R&D

SAPE Vulnerability assessment & sensitivity analysis R&D / Korea
SAVI (Systematic Analysis of Vulnerability to 
Intrusion) Path analysis (multipath) SNL

SCRIBE Vulnerability/Path Visualization/Awareness
Vanguard/SIMAJIN/PACRAT Human out of the loop simulation RhinoCorp. 

SNL TTX Vulnerability/Path Awareness Table top exercise (a method, not a 
tool) SNL

STAGE: Scenario Toolkit Generation Environment) Simulation-scenario analysis-security evaluation Presagia (Canada)

VEGA, VEGA-2 Both a multi-path analysis and simulation tool) Eleron/Rosatom

VISA & MP VISA Path analysis tool (VISA-1 path; MP VISA-multipath), security 
effectiveness analysis tool

VISA-2 Vulnerable path analysis; developed for NRC NRC



INS Tool Box Needs: Vulnerability Analysis Tools
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• Tools designed for insider threats, capabilities, goals
• Tools designed for MULTIPLE insiders
• Tools for better insider/outsider collusion
• Tools that go beyond pass/fail:

– margin to failure
– defense in depth—tools that allow for analysis with critical security element 

bypassed by insider
• Tools to better capture & use brainstorming of what an insider could do
• Tools to better capture uncertainty

• Methods for testing, evaluating, comparing, validating different 
assessments & assessment tools. 



Summary

3/19/2019 |   36Los Alamos National Laboratory



Building INS Toolbox for ITMP
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• Top-level/Broad resources: 
Plethora of well-developed available tools, frameworks, roadmaps, guides, best practices, 
standards for addressing insider threats (but not specific to nuclear.)

• Develop a ITMP process for international engagement  
1. Education: Insider awareness education – the threat is real!
2. Initiation: help establish leadership, management, roles/responsibilities
3. Implementation: workshops on specific components, tools, resources
4. Evaluation: threat/vulnerability/asset/risk assessments tools & aids
5. Improvement: Engagement on improving tools, incorporating lessons learned

• Harmonize tools for the toolbox with INS, WINS, IAEA, International 
standards & information security/cyber security insider threat standards.

• Optimize tools for INS engagement in each country
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